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I began by downloading and installing VirtualBox and then Kali-Linux for a virtual
machine. | didn’t understand why at the time, but VirtualBox couldn’t find or run my Kali-
Linux image. | tried deleting it and re-downloading it but that didn’t work so | started doing
some research and discovered | needed to shut down my WSL2, which | also had Kali-Linux
on, and | needed to disable Windows Virtual Machine Platform. Finally, | was able to get my
Kali-Linux up and running so | grabbed Mr. Robot 1 from VulnHub.

Upon downloading | received a notification from Microsoft Defender that it stopped
avirus. | did a little research and discovered that this was most likely a false positive due to
how the file was created to be a vulnerable machine. Just to ensure this was still the same
version the website had created | used Windows Command Line to create an MD5 hash of
the Mr. Robot 1 file and verify it against VulnHub and found it was not a changed file.

File Information

Filename: miRobot ova
File size: 704MB

MDS5 BCO2C42815EA
SHA1: DCOEBE4ADAAC

7S3E1FDI1200DCE

Format Virtug Maching (Vinuaibox - OVA)

Operating System: Linux

Once both were downloaded and loaded into my VirtualBox | learned that | needed
to change my network to an internal network to ensure our machines didn’t face the
internet. Along with this | needed each machine to be assigned an IP Address so | could
find the machine | was supposed to be hacking through Kali-Linux. | created a DHCP server
to assign IP addresses in the range | specified using Windows Command Prompt.



™ Command Prompt

Microsoft Windows [Version 10.0.26100.7462]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Jorel>cd /Program Files/Oracle/VirtualBox

C:\Program Files\Oracle\VirtualBox>vboxmanage dhcpserver add —--network=Drago
n ——server—-ip=10.38.1.1 ——lower-ip=10.38.1.110 ——upper—-ip=10.38.1.120 --netm
ask=255.255.255.0 ——enable
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Once | got here, | knew that | didn’t have the complete knowledge base to hack Mr.
Robot 1 so | found a walkthrough that | could follow along with and start learning more in
depth. I used NMAP to scan a range with -sS and -T4 to find my Mr. Robot machine. After
identifying the IP Address that it was assigned, | first opened a web browser and went to the
IP address to find out what the website was. |tried all the options but it just left me with

videos and some images but nothing useful that | could see.

I then ran Dirbuster and a small list of words to see what | could use to try and
access anything in the background of the website. This led me to find that it was running on
WordPress and that there were some other words to try. Eventually | used robots.txt that



gave me my first key and a file to download from the website to see if | could find the next
key.
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Upon downloading the fsocity.dic file, | opened it with | more and discovered that a
lot of the words were duplicates. | used the unig option to create a new file without any
duplicates. Once | had this | went back to WordPress to try and login and received a weird
error which is that it was the incorrect login id.
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I then used BurpSuite to conduct a login test so that | could see if | could get the
login credentials. | then sent that information to Intruder and used the dictionary file to
attack the login. This gave me back the username ‘elliot’ which would allow me to move

forward.
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I then used Hyrda to start brute forcing the website with the login name and the
dictionary file we created. After 5664 attempts we received the correct password.
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Once we logged into WordPress | went to the appearances and editor which allowed
me access to the 404 codes. | added code to the top of the 404 coding to allow me to
spawn a shell. Then | created a listener in my Linux terminal to make the connection when |
trigger the 404 page by using the IP address and an add on like “blah”. This connected me
to the website which allowed me access to some of the directories and files. After looking
around some, you find that there is another user in the home directory called robot and he
holds two files. We can only view one of the files which gives us an MD5 hash, so we can go
to crackstation.net and use the MD5 hash which gives us the alphabet which is the
password for the user robot.

If you try to switch users into robot you get an error saying you must be connected to
aterminal. We can use a python file to spawn a terminal to allow us to switch users to the
robot user. Then we can cat the key file and get our second key.
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/hose/robot

assword, raw-nd5

wordpress/htdocs$ python -¢ 'import pty;pty.spawn”/bin/bash

¢ "import pty;pty.spawn(”/bin/bash”
ps/wordpress/htdocs$ su robot

: abcdefghiiklmnopgrstuvw
robot@linux:/
L
s denied
j0cs$ cd /home/robot

~/MrRobot
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Now to find the third key it looks like we need to get to the root directory so we can
use nmap to exploit a known vulnerability to access root. Then we can change to the root
directory and find the third key.

This activity has taught me a lot including new linux commands and new kali-linux
tools. One of the best things that this has taught me is how to try and think out of the box
when attempting to attack a service in ethical hacking. | learned how to use Burp Suite and
Hydra to take advantage of a reverse shell and conduct a brute force attack. | learned how
to look for common vulnerabilities like nmap and use those to escalate my priveleges in a
system. This was an excellent box that | was able to play with and a lot of fun learning.



